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Notes on the Course

Focus on strong fundamentals

Focus on web security from testing perspective
20+ Hands-On Exercises

No assumptions about existing knowledge

Small batch size of 18 for more involved training.
Extensive discussion on tools of the trade.
Content developed over 2 years by the author.
Well received by testers as well as developers.
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Course Objectives

Web from security perspective

Understanding HTTP Protocol

Transition from non-security tester to security tester

Ethics

Surveying using Browsers, Proxies, Spiders and other tools
Knowing the Top 10 Vulnerabilities listed by OWASP

Breaking Authentication, Authorization and Session Management
Learning XSRF and Session Fixation

Exploring Cross-Site Scripting & SQL Injection

Secure Development Lifecycle & Threat Modeling

Hands-On exercises for all attacks using WebGoat and other
vulnerable applications
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Contents

Have the Basics Right

A sound understanding of web and the underlying primary HTTP protocol
is essential for web testing. On the same lines, a web security tester
must understand the foundations of security, its attributes, how
web security relates to them and why web security is important.

Know What it Takes

We often fail to correlate various types of testing. As a software tester,
irrespective of the domain or stream, there are nuggets of testing
knowledge which cross these boundaries. In this section, we
understand how to build on our existing testing knowledge for
being a successful web security tester.

Through this discussion, we also realize, that we need to change the way
we think of testing or software or the world for that matter. We
analyze the impact of this on our regular testing practices like bug
logging, test design, requirements analysis etc.

Cautionary Measures

Every form of knowledge comes with some form of responsibility on how
to exercise the knowledge. This section deals with the ethics part of
security testing and cautionary measures.

Survey the Territory

Before one starts with any securi
target thoroughly. There is a lot of information to be gathered with
a combination of manual analysis, right tools and bespoke
automation.

We discuss server fingerprinting techniques, browser options that are
important from web security perspective, understand web proxies,
spiders and some other surveying tools.

Ly

OWASP TOP 10

Web security testing is a form of defect based testing. We focus testing
effort on the target defect we want to find. OWASP does an
annual consolidation of the top 10 vulnerabilities reported in a
given year.

I't's important to know what are
facing. This section briefs upon the OWASP Top 10. The rest of
the course delves deeper into most of the vulnerabilities
discussed here.

Let' s break it al |

We start by breaking the trust on client side controls by data tampering
with browser extensions and web proxies. Next we break
Authentication, Session Management and Authorization. In the
process attacks like XSRF and Session Fixation are explored. This
is followed by a detailed hands-on for Cross-Site Scripting and
SQL Injection attacks.

Let’'s formalize it

Beyond individual efforts, i
organization, imbibing security into the bloodstream of a
company. This section details on Threat Modeling and Secure
?evelopment Lifefycle.
I'ng, I S
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The Web Of Knowledge

The course builds a strong foundation for web security testing. Taking it
one step further, this section enlists general recommendations,
provides pointers to useful websites and books, including
references for the course.
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t
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Training Material

Trainee Workbook: This workbook gives the flow of the workshop in
terms of concepts, exercises, hands-on. It primarily contains mind-
maps which can be used by the trainees after the workshop to
organize their own learning.

A toolbox containing all tools used for the course and beyond. This
includes TesterFox which is exclusively meant for trainees in this
workshop as well proxies, text editor and differ etc.

References, cheat sheets and other material as soft copies
A portable mind mapping tool

A good quality notepad fornote-t aki ng and an Aexperien
for capturing feedback/inputs, and other stationery.

The above should provide the trainees with required tools and environment for effective
note taking, experimenting and continuing learning beyond the workshop.
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What Attendees Say

Before attending this workshap, [ had tried learning
on my own through different books and websites.
The pace of my learning is accelerated through

this workshop. It is a hands-on workshop with
explanation of concepts followed by exercises,

A must attend for anyone who is interested in
security testing.

Ajay Balamurugdas ( Founder of WeekendTesting)

The way that you broke the boundaries
between different test types was great
and a lesson to take back and discuss
with colleagues

- Shyam

Before attending the workshop, I thought |
need to be a good developer with strong
programming skills. Your workshop has

Wow! [ haven't thought of securi hi :
ow! [ haven't thought of security In this way or shown me how I could carry my core skl

to this extent. This will change the way [ think. What Attendees say 2s a functional tester one level higher.
[ haven't spent my money, instead Rahul has

invested his ideas into my testing.

This workshop has built confidence into me

that [ can be a good security tester with

practice and smart usage of tools.

- Parimala, Moolya ( Founder of WeekendTesting)

- Ravisurya, Aditi Technologies (Author, TestingGarage)

You rocked on Day-2, that's where you connected
all the dots from Day 1. This workshop was an
eye-opener for me. Organisation of contents

and exercises were great.

- Adarsha, Fresher

You made me understand difficult concepts

in easy way. I'm impressed with the mind maps.
Very good content, very good explanation.

- G.S. Neelakantan, Adobe Systems
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Instructor

Rahul Verma is an awarded thought leader and a
software tester by profession. He s
employed as a senior consultant for a
company dealing with security products. In
his role, he guides multiple teams in the areas
of software testing, test automation
frameworks, agile testing, security, Python
and performance testing.

has the experience of designing and
implementing multiple test automation
solutions. The automation solutions range
from specific implementations for
performance testing, white box testing,
fuzzing, auto-generated empirical analysis of
quality of builds from automated tests,
distributed testing and the likes to generic
object oriented test frameworks that are
used by multiple teams including developers
and testers. He is a regular columnist for
Testing Experience magazine (Germany) with
the series “
where he writes on various untouched topics
in test automation, heavily drawn from his
experience in implementing the same using
Python. His experiments with Python and
fuzzing made him the first to present on the
subject of fuzzing at any software testing
conference, voted as the Best Innovative
Paper Award by audience. He moved on to
present extended tutorials on the subject
with demonstrations of exploits using Python.

Rahul

Notoda sTess Aut omat

To his credit, he has done web performance evaluation for

American Airlines, Brown University, Riyadh Bank and
many others. He presented a lightening talk on how to
convert all functional tests into heuristic performance
tests at Google Test Automation conference (GTAC-
2010). He runs the  Testing Perspective
(www.testingperspective.com) website for which he
was awarded the Testing Thought Leadership Award by
PureConferences. Rahul has presented at several
conferences, organizations and academic institutions
including GTAC, CONQUEST, STeP-IN, ISQT, TEST2008,
Yahoo! India, McAfee and IIT Madras. He is a member of
the Working Party for the | S T Q\@vansed Level Test
Certifications and is the president of Indian Testing
B o0 a rB#hgalsre TMM Chapter.

He is the author of two free e-books on Python —* H oWwuld

Onn

Pareto Learn Py t haadl""D e sPatigrnsin Py t h
freely downloadable from his website. He has
presented several workshops of the subjects of Python,
web security testing, web performance testing, and
» agile testing.

on
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Course Fee

Rs 6000/-* per person

(* this cost is applicable only for training in
Hyderabad

Course Duration
2 days

Course Dates
11-12 Feb, 2012

Venue
T.B.D.

Batch Size
18

Timings
A 9:30amto5:30 PM

A Two tea breaks and a lunch break ( the
training cost is inclusive of these)

A Attendees should reach the venue at 9
am so that teams can be formed.

Registration Details

How To Register

A
A

A

To register, one must pay a minimum of Rs 3,000/- in advance via
online transfer or a cheque sent by Jan 315t,

Full payment must be made on or before Feb 11, the first day of
training. Payment at the venue must be in cash.

Refund of fees in case of cancellation by attendee:
) Before Jan 315t Full refund
) On or before Feb 5t™: Rs 1,500/- is non-refundable.
) On or after Feb 6t: Rs 2,500/- is non-refundable.

On the spot registration is allowed, as long as the attendee brings
0 n eownrslaptop and batch size is not exceeded.

What happens if the training gets canceled?

A Full refund of fees paid

A The attendees with confirmed registration would be given 5%
discount for one workshop in future in any area.

Discounts

A 10% discount for a task force of 4 and above

Pre-requisites

A Attendees should carry their own laptop

A Trainee material would be provided via pen drives, so the USB
port must be operational

A The trainee should have admin access to the laptop and should

have the privilege to install any software.
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Credentials

“Rahul is an amazing speaker. | have often sat
and admired his thoughts and energy in which
he speaks. He is an asset to the Indian testing
community. He blogs, speaks, writes, teaches
testing and he does all of it very well. You can
expect him to one of the most honest person
@2dz ¢62dzZ R Y S Sipradeey (I KA
Soundararajan, Director, Moolya Testing

“I used to wonder when automation framework
developers would start talking about the
framework as a designer/architect rather than
just as a user. Will they ever take automation
project as a development project? Will they
ever apply design patterns to the automation
framework? In the present book | hope to see
this dream of mine fulfilled. — Vipul Kocher,
Co-President, PureTesting in his forward to my
book Design Patterns in Python

O0Rahul is conceptually strong and seen him to
have intelligent thoughts on software testing.
He owns an exceptional skill to narrate and
explain a concept which is not so easy to
comprehen@® €Biju Abraham, attendee of my
workshop

a

“Be it presenting himse

professional, Rahul h
the privilege of knowing Rahul over a
workshop/ training session that took just
about 8 hours, but left a lasting impression.
.terrific session tha

__out of_the room with an air of self belief. -

2 2 gidu [3fRE Manager - Testing, Allianz

“Rahul is an excellent writer, one of the best
performance testing professionals in India,
FylFrfteugAOlIt aLISIF 1SN Iy
Author of a Testing best-seller Srinivasan
Desikan, Worldwide Director ¢ Quality
Assurance & Testing, Agile Software

“Rahul is one of those presenters who relishes an
audience. True to his nature, he was in full flow
and at his eloquent best when tackling a
daunting challenge of talking about a new way
of thinking/designing/creating/implementing a
generic Test Automation Platforin: Rahul
Mirakhur, Director - QA at Atimi Software, in
his review of my tutorial on test automation
frameworks using Python.
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Contact Details

Email
rahul_verma@testingperspective.com

Mobile
+91-9902283387

Website
www.testingperspective.com
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